DEPARTMENT OF THE ARMY
LS. ARMY CONTRACTING AGENCY
HEADQUARTERS, NORTHERN REGION
11 BERNARD ROAD
FORT MONRORE, VA 23081-1081

SFCA-NR 02 September 2004

MEMORANDUM FOR U.S. Amy Contracting Agency (ACA) Northemn Region (NR)
SUBJECT: Administrative Policy Letter A04-10, Emergency Procedures (Bomb Threat)

1. References.
a. Army Regulation 190-13, dated 30 Sep 93, Army Physical Security Program.
b. Fort Monroe Antiterrorism/Force Protection Ptan, dated 29 Jan 02, Annex C.

2. Purpose: This memorandum prescribes policies and procedures for responding to a
bomb threat or suspected improvised explosive devices (IED) in spaces occupied by
ACA NRHQ personnel in Bidg 10.

3. Applicability: This memorandum applies to all ACA NRHQ personnel.
4. Responsibility:

a. Supervisors will ensure their personnel are familiar with evacuation procedures,

assist personnel in actually evacuating the building, and assign personnel to assist
those with special needs.

b. All personnel of ACA NRHQ in Bidg 10 will comply with guidance outlined in this
policy letter and attend all training sessions as required. Each has a responsibility to
prevent the loss of life and property that may be attributed to IEDs.

5. General: In response to a bomb threat emergency procedures will be accomplished
in three distinct phases of operation (Pre-incident, Incident, and Post-Incident):

a. Pre-incident Phase: Each ACA NRHQ employee should become very
knowiledgeabile of his/her surrounding workspace for identification of newdy placed
items.



b. All personnel will be familiar with this emergency evacuation plan.

(1) Be observant of surroundings to identify the abnormalities in the workplace —
constant viguance IS tne waicnworo.

(2) Become familiar with the placement of office supplies, material, and personal
property.

(3) Increase familiarity with common areas by general knowledge of placement
of facility property (trash cans, boxes, etc.).

(4) identify personnel in each area to serve as members of a search team.
Team members will be responsible for ensuring that a quick visual sweep is conducted
of their designated areas on their way out and that everyone in their section exits the
building. Basic techniques will be developed in this phase.

(5) Conduct exercises at least bi-annually to validate the plan, identify any
shortcoming(s), and improve operational efficiency.

c. Incident Phase: Any person working in the building is subject to receive the initial
notification of a bomb threat. Therefore, it is imperative that a bomb threat form is pre-

positioned next to every phone. The following measures will be accomplished in
_response to this type of bomb threat:
(1) Remain caim and obtain as much information as possible for the completion
of the bomb threat form (Enci 1). This information will prove valuable in locating an

bomb/IED or making an apprehension. No communication by radio, cell phone or
like devices will be used during this phase.

(2) If the threat is non-telephonic (fax, email, note, efc.), or a suspected IED is
located in or around the building, ensure that appropriate information is collected about
the item, without handling it (description, size, color, noise, etc.) for the responding
emergency services (MPs, EOD, Fire and Medical).

(3) Notify the Military Police at 911 or 2239.

(4) Notify your immediate supervisor. Supervisor will immedately notify the ACA
NRHQ senior person present.
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(5) The ACA NRHQ senior person in charge will inmediately send two
designated individuals.onefoceadlﬂoor.tonoﬁfyallmomerocwpantsofbuilding10
(Enci 2). One runner will be designated to inform the 3™ floor and the other to the 1
floor. First floor runner will not retum 1o the 2™ floor after notification, rather they must
vacate the building at once on the 1* floor.

Evacuation will begin upon notification.

(a) The procedures for evacuation will depend on the threat directed at the
building, but in general, the building will be evacuated whenever a threat or suspected
threat is identified.

Al personnel will make a quick search of their immediate area leaving all|
windows and doors open %o mitigate the bomb biast.

(c) All personnel should gather their personal belongings that could be mistaken
for the explosive device. Personnel will exit the building immediately and proceed
directly to the assembly area which is the front porch of the Fort Monroe Fitness Center.
Elevators will not be used during an evacuation. Remain in the assembly area until
directed to do otherwise.

(d) Pre-identified search team personnel will search their individual area of
responsibility prior to their departure. The search team will report their findings to the
Senior Building Occupant (Encl 3) upon arrival in the assembly area who will then brief
the Provost Marshal of any finangs.

(e) Division and/or Office Chiefs will account for all personnet in their sections
and report the status to the ACA NRHQ senior person in charge or Security Manager.

() Personnel will remain in the assembly area until released by the ACA NRHQ
Semor person In cnarge.

(7) The Provost Marshal will make a threat-based determination relative to the
following risk factors present at the scene:

(a) Was a device located during the Incident Phase?
_ (:) How thorough was the search upon evacuation without the aid detection



(c) Could the entire building be searched or were there areas secured and
inaccessible?
(d) Was coordination made with the Military Police or Incident Commander
before allowing personnel to return to their individual place of duty?

Under no conditions will anyone be allowed back in the buliding without
authorization and clearance from the Senior Building Occupant.

d. Post-incident Phase: In general this is the recovery phase of an incident and
often the most important. It offers the opportunity for smooth or problematic transition

back to normal operation. Here, the “what if or other contingencies” must be
considered:

(1) Has an altemate area of operation been established if the building is
uninhabitable

(2) What critical information would be destroyed that cannot be easdly
_recreated/replaced?

(3) Does the altemate operational area have mechanisms in piace to support a
gontinuingoperation?
(4) Are there any special needs required that are not addressed in the

Installation AntiterrorisnmvForce Protection Plan, Annex C, Appendix 1, (Consequences
Management Plan)?

6. POC for this is the ACA NRHQ Security Manager.
3Encls ¢ JOANN LANGSTON, SE

Army COntrading Agency
Northern Region



