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Introduction

The Federal Acquisition Regulation (FAR) Part 4.4 mandates a Contract Security Classification Specification (DD Form 254) be incorporated in each classified contract.  The DD Form 254 provides the contractor (or a subcontractor) the security requirements and the classification guidance that will be necessary for a contractor to obtain access to classified facilities or classified information or to perform on a classified contract. 

The following information is provided for use in all classified contracts with US firms.  Any classified programs to be awarded to non-US firms must be referred to the “Nondisclosure Office” in the OCONUS environment.

DoD publications that relate to the release of classified information are: 

DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM) 

DoD 5220.22-R, Industrial Security Regulation

The first step of the classification process is a government determination that either vendor access to classified materials or facilities is required or the contract requires developing classified hardware, software, or material.  The requiring activity must determine the extent of the security/classification program and develop the guidelines/parameters in conjunction with the local activity Security Manager for any proposed contract requirement.  These guidelines then result in the development of a preliminary “Contract Security Classification Specification” (DD Form 254) that will provide security classification guidance to contractors as part of a contract solicitation.  

The DD Form 254 is provided to the supporting Army Contracting Agency (ACA) Contracting Officer as a preliminary document (marked "For Planning Purposes Only") for review and incorporation into the requirements package.  The preliminary DD Form 254 includes the what, why, when, and where the contractor will need classified information or access to classified information.  Any changes to the requirement should be staffed through the activity Security Manager to the Contracting Officer for incorporation into the solicitation, as required.

A concern often encountered during the solicitation phase is whether or not the RFP being developed will require vendor access to classified information in order to submit a proposal.  All efforts must be made at this juncture to assure classified access will not be required by the offerors.  Limited access to the facility may be necessary and should be coordinated with the activity Security Manager.  However, in the extreme, competing vendors may require security approvals prior to proposal receipt.  Pre-approval of all potential vendors may delay the process, decrease opportunities for competition, and increase the potential for protests. Therefore, highly recommend an effort be made to assure the solicitation itself is not classified and the requirement to access classified materials/facilities during the proposal stage is minimized. 

During the award process, the Contracting Officer will obtain information from vendors on their classification status.  Calling the Defense Security Service (DSS) at 1-888-282-7682 and providing the vendor(s) CAGE code will provide a preliminary verification of the vendor(s) status.   If no facility clearance is currently on file, a request for clearance action should then be processed.  See DSS homepage at www.dss.mil for information required for new facility clearance.  Once clearance is verified/provided by DSS, award may proceed.  Note, award may be made pending the clearance, however, access to classified facilities/materials or processes must be restricted.

The award process includes final approval of the DD Form 254, by signature of the activity Security Manager.  (See Army Federal Acquisition Regulation Supplement (AFARS) Subpart 5104.403 (b) that provides: “It is Army policy that the Security Manager, as the authorized representative, must sign the DD Form 254.”)   A copy of the signed DD 254 is then incorporated into the final contract and the original forwarded to the regional or field DSS office (see areas of responsibility at www.dss.mil).  

The Defense Security Service at above web site provides step-by-step instructions for the preparation of a DD Form 254.  Direct access to the instructions is at http://www.dss.mil/isec/briefings/gca/index.htm.  Click on the Power Point Slides for a visual review of the program and on the  “text files” for item-by-item instructions for completion of the DD Form 254.  Actual DD Form 254 instructions begin at slide #48.  Note:  DSS advises to mark only one block under item 11 not (a) & (b) or (a), (b), & (c).  If both (a) & (b) apply – mark only (b), if (a), (b), & (c) apply – mark only (c).  In addition, the DD Form 254 is NOT used for the “trustworthy” determination required for access to government information management systems – that is completed by the installation through activity security procedures. 

The DSS instructions do not provide “who is responsible” for completion of the form.  Suffice it to say, the technical activity, in conjunction with the activity Security Manager will fill out all technical requirements and security requirements, and the Contracting Officer is responsible for inserting specific vendor related information into the final DD Form 254 prior to Security Manager signature.  The Contracting Officer will distribute copies as appropriate. 
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